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N General - National Archives
<:] g;:i>[:i>> Services and
D Administration Records Service Washmgton DC 20408

Reply to A?R 1 1980

Attn of : N

Date

Subject:  Guidelines for systematic review of foreign government
information thirty years old or older.

To :

To: NC, NL, NN #
1. In fulfillment of the provisions of Section 3-404 of Executive Order
12065 the affected executive agencies have developed the attached systematic
review guidelines. It was approved and issued by the Acting Director,
Information Security Oversight Office on March 5, 1980 and appears as a
final rule in the Federal Register.

2. You and the especially trained members of your staff are authorized to
apply these guidelines to all permanently valuable records containing
information more than thirty years old which was provided to the United
States Government in confidence by a foreign government or international
organization of governments.

3. The declassification stamp marking to be applied to such documents as
are individually declassified pursuant to this authority should appear as-
follows: '

DECLASSIFIED
E.O0. 12065, Sec. 3-404
For. Govt. Info. Guidelines, March 5, 1980
By NARS, Date

4. NARS general and specific restrictions will continue to be applied to
accessioned records as in the past. The donor restrictions on donated
historical materials will be applied prior to release.

5. The following guidelines are superseded:

a. "Review for declassification of 30-year-old foreign classified
information" issued by NN on August 6, 1976.

b. "Staff guidance on opening and declassifying Canadian Department of
External Affairs information and material through December 31, 1945"
issued by NN on September 14, 1976.

¢. "Guidelines for systematic review of foreign government information
thirty years old or older" issued by NN on December 26, 1979.

6. Any questions concerning this matter should be referred to NND (523-3i65).
el | L dvctassibiidos,

) C dibina, AN
JAMES E. O'NEILL

~Acting Argh1v1st K NC - obliu, of ﬁx&qa( Retinalo Canding
of the United States N~ 050t oF Pusidindei] Filvesace
Attachment AL o(£icc of +2e Natmpaal hbanes

Approved For Release 2007/07/25 : CIA-RDP86-00674R000100020004-6




Approved For Release 2007/07/25 : CIA-RDP86-00674R000100020004-6

GUIDELINES FOR SYSTEMATIC REVIEW OF
FOREIGN GOVERNMENT INFORMATION
THIRTY YEARS OLD OR OLDER

5 MAR 1920 .

A. PURPOSE.
tic review and declassification of foreign

government information have been developed in accordance with the provisions of
Section 3-404 of Executive Order 12065, '"National Security Information," and
Section III.C of Information Security Oversight Office Directive No. 1. All
foreign government information constituting permanently valuable records of the

United States Government, for which a prior declassification date has not been
established, shall be systematically reviewed for declassification as it becomes
cound to be within one of the

thirty years old. Foreign government information I
specific categories of information listed in Part F below shall be reviewesd

jtem-by-item by authorized personnel of the agency or agencies concerned to
determine whether continued protection beyond thirty years 15 needed. All foreign
government information not identified in these Guidelines as requiring jtem-by-item
review and for which a prior declassification date has not been established shall

be declassified at the end of thirty years from the date of original ciassification.

These Guidelines for the systema

B. DEFINITION.

ty

"Foreign government information" as used in these Guidelines consists O

jded by a foreign government OT governments,
or any element thereof in the expectatior,

or the information contained

1. Documents or material prov
international organization of governments,
expressed oT implied, that the document, material,
therein is to be he}d in confidence;

for™a-

2. Documents originated by the United States that contain classified inroTm
tion provided, in any manner, to the United States by foreign governments,

international organizations of governments, OT elements thereof, with the
expectation, express OT implied, that the information will be held in confidence;

3. Classified information OT material produced by the United States pursuani
to or as a result of a joint arrangement, evidenced by an exchange of letters,
memorandum of understanding, OT other written record, with a foreign government OT

organization of governments requirin the arrangement, OT both
be kept in confidence.

g that the information,

C. SCOPE.

1. These Guidelines apply to 30-year old foreign government information
which has been received OT classified by the United States Government OT 1ts agents.

7 and

luding that originated prior to 194
mAromic,”

2 Atomic energy information (inc
he United Kingdom oOT Canada marked

not marked as such, that received from t
and that received from NATO marked "Atomal') which is defined and jdentified as

Restricted Data or Formerly Restricted Data in Sections 11y and 142d of the Atomic
Energy Act of 1954, as amended, is outside the scope of these Guidelines and is not
subject to systematic review and may not be automatically downgraded oT deciassified.
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Anv document containing information within the definition of Restricted Data or
Formerly Restricted Data that is not so marked will be referred to the [epariment
of Energy Office of Classification for review and appropriate marking, except for
licensing and related regulatory matters which shall be referred to the Division of
Security, U.S. Nuclear Regulatory Commission.
D. AGENCY RESPONSIBILITIES.

1. Foreign government information transferred to the General Services

Administration for accession into the National Archives of the United States shall
be reviewed for declassification by the Archivist of the United States in accordance
with Executive Order 12065, the directives of the Information Security Oversight
Office, these Guidelines, any applicable terms of accession, and any supplzmental
guidelines provided by the agency with classification jurisdiction over the

information.

2. Foreign government information constituting permanently valuable records
of the Government (as defined in 44 U.S.C. 2103) that is 30 years old and undergoing
svstematic review for declassification while in the custody of an agency shall,
except as provids< in Part C above, be reviewed for declassification and downgracing
by that zgesncy in accordance with Executive Order 12065, the directives of the
Informazion Security Oversight Office, these Guidelines, and any supplemental
intsrnal agency guidelines.

3. Foreign government information falling within any of the categories listed,
in Part F of these Guidelines shall be declassified or dewngraded only upon specific
authorization of the agencies to which the information was furnished by the fcreign
govarnment or international organization of governments concerned and/or which have
classification jurisdiction over it. When such inZormation is in the custody of an
agency but was furnished to or classified by, or is otherwise under the classification
jurisdiction of ancther agency or agencies the information shall be referred thereto
for review. Information so referred shall remain classified until all revizwing
agencies have zuthorized its declassification. If the custodial agency cznnot readii)
identify the agency or agencies having classification iurisdiction, the information

shall be referred in accordance with Part G of these Guidelines for review OT
T

Ic
L., } £ 1
Turiner reiertTa..

4. Consultations with foreign governments concerning the proposed declassi-
fication of foreign government information shall be the responsibility of the agenc)
having classification jurisdiction over the information affected.

5. Foreign government information falling within any of the categories listed
in Part F of these Guidelines appearing in White House documents, which 1is either
identifiable as having Deen furnished or appears to have been furnished by a foreign
government shall be reviewed by designated White House personnel and further referred
for review to znv other agencies whose classification interest is indicated by the

nature or content of the documents.

Approved For Release 2007/07/25 : CIA-RDP86-00674R000100020004-6




‘ . Approved For Release 2007/07/25 :JC_IA-RDP86-OO674ROOO100020004-6 '

E. EFFECT OF PUBLICATION.

1. Foreign government information shall be considered declassified when
published in an unclassified United States Government executive branch publication
(e.g., the Foreign Relations of the United States series) or when cleared for such
publication by United States Government executive branch officials authorized to
declassify the information; or if officially published as unclassified by the
foreign government(s) or international organization(s) of governments that furnishec
the information unless the fact of the U.S. Government's possession of the infor-
mation requires continued protection.

2. The unofficial publication, in the United States or abroad, of foreign
government information contained in United States or foreign documents, or oI
substantially similar information, does not in or of itself constitute or permit

the declassification of such documents. Although prior unofficial publication :is
a factor to be considered in the systematic review process and may affect ¢etermin-
ations as to continuation of classification, there may be valid reasons for continued
protection of the information which céuld preclude its declassification. In
particular, the classification status of foreign government information which
concerns or derives from intelligence activities, sources or methods shall not oe
affected by any unofficial publication of identical or similar information. The
final determination as to the declassification of foreign govermment informat:on
similar to or identical with unofficially published information shall be mad

the agency or agencies having classification jurisdiction over it.

F. CATEGORIES REQUIRING ITEM-BY-ITEM REVIEW. ' -

Foreign government information falling into the specific categories listec
below shall be reviewed for declassification in accordance with Part A above:

1. Information exempted from declassification under any joint arrangeme
evidenced by an exchange of letters, memorandum of understanding, or other wri
record, with the foreign government or international organization oi governmen
element(s) thereof, that furnished the information. Questions concerning the
existence or applicability of such arrangements shall be referred to the agency or
agencies holding classification jurisdiction over the records under review.

ks
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2. Information related to the safeguarding of nuclear materials or facilities,
foreign and domestic, including but not necessarily limited to vulnerabilities anc
vulnerability assessments of nuclear facilities and Special Nuclear Material.

3. Nuclear arms control information (see also #11 below).

4. Information regarding foreign nuclear programs (other than Restricted Daza
and Formerly Restricted Data)}, such as:

Nuclear weapons testing. .

. Nuclear weapons storage and stockpile.

Nuclear weapons effects, hardness, and vulnerability.

Nuclear weapons safety. .

Cooperation in nuclear programs including, but not limited to,

peaceful and military applications of nuclear energy.

f. Exploration, production and import of uranium and thorium from
foreign countries. '

o Q0 oM
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5. Information concerning intelligence or counterintelligence sources,

methods or activities including but not limited to intelligence, counte rintellig=snce

and covert action programs, plans, policies, operations, or assessments; OT which

would reveal or identify: .

a. Any present, past oOr prospective undercover personnel,
installation, unit, or clandestine human agent, of the
United States or a foreign government;

b. Any present, past or prospective method, procedure mode,
technique or requirement used or being developed by the
United States or by foreign governments, individually or
in combination, to produce, acquire, transmit, analy:ze,
correlate, assess, evaluate or process intelligence or
counterintelligence, or to support an intelligence OT
counterintelligence source, operation, OT activity;

c. The pres=nt past or proposed existence of any joint

Unitad States and foreign government intelligence,

couﬂterlnge11¢gence, OT covert action activity or facility,

or the nature thereof.

6. Information that could result in or lead to actions which would place an
individual in jeopardy attributable to disclosure of the informat ion, inc
not limited to: '

a Information icdentifying any individual or organi:zation as a
confidential source of intelligence or coun;er:n;e111~~ﬁcc

B. Information revealing the identity of an intelligence,
counterintelligence OT covert action agent OT agents.

fzrmztion zbout foreign individuals, orgaznizations OT events which, if
ould be expected to

. a. téversely affect a foreign country's or international
orzanization's present or future relations with the
Unitzd Stztes.
b. Adversely affect present or future confidential exchanges

bezwzen the United States and any foreign government or
international organization of governments.

g. Information related to plans (hhether executed or not, whether presentec
in whole or in part), programs, ope*atlons, negotiations, and assessments shared by
one or several foreign governments with the United States, inc uding but not limited
tc those involving the territory, pelitical regime or govermment of another country,
and which if disclosed could be expected to adversely affect the conduct of U.S.
foreign policy or the conduct of another country's foreign policy with respect ¢ 2
third country or ccuntries. This item would include contingency plans, plans for
cover: politi;al military or paramilitary activities or operations by a foreizn
government acting along or jointly with the United States SGovernment, and positions
or actions taken by a foreign government alone or jointly with the United States

concerning border disputes or other territorial issues.
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9. Information concerning arrangements with respect to foreign basing of
ctyptologic operations and/or foreign policy considerations relating thereto.

10. Scientific information such as that concerning space; energy,.climatology,
- communications, maritime, undersea, and polar projects, that could be expected to
adversely affect current and/or future exchangés of such information between the
United States and any foreign governments or international organizations of
governments. . '

11. Information on foreign policy aspects of nuclear matters, the discliosure
of which could be expected to adversely affect cooperation between one or more
foreign governments and the United States Government.
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ar propulsion inrformation.

ion concerning the establishment, operation, and suppoTt of
Y

13 Informati
nuclear detection systems.

14. Information concerning or revealing military or paramilitary escape,
evasion, cover or deception plans, procedures, and technigues whether execut2d OT

not.

15. Information which could adversely affect the current or future userulnass
of military of defense policies, programs, weapon systems, operations, Or plans.

16. Information concerning research, development, testing and evaluation of
chemical and biciogical weapons and defense systems; specific identification of
chemical and biclogical agents and munitions; and chemical and biclogical wariare
plans.

17. Technical information concerning weapons svstems and military egquipment
that reveals the capabilities, limitations, or vulnerabilities of such systems or
equipment and that could be exploited to destroy, counter, render ineffective OT
neutralize such weapons or equipment.

18. Cryptologic information, including cryptologic sources and methods,
currently in use. This includes information concerning or revealing the processes,
techniaques, operations, and scope of signal intelligence comprising communications
intelligence, electronics intelligence, and telemetry intelligence, the crypto-
security and emission security components of communications security, and the
communications pcrtion of cover and deception plans.

19. Information concerning electronic warfare (electronic warfare support
measures, electronic counter-countermeasures) or related activities, including but
not necessarily limited to:

a. Nomenclature, functions, technical characteristics or descriptions
of communications and electronic equipment, its employment/develop-
ment, and its association with weapon systems or military
operations. :

b. The processes, techniques, operations or scope of activities
involved in the acquisition, analysis and evaluation of such
information, and the degree of success achieved. by the above
processes, techniques, operations or activities. - - = : -
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20. Present, past or proposed protective intelligsnce informatien relating
the sources, plans, techniques, equipment and methods in carrying out assign cut
of protecting United States Government officials or other protectees abroad anc
foreign officials while in the United States or United States possessions. This
includes information concerning the identification of witnesses, informants and
persons suspected of being dangerous to persons under protection,.

o

ie

21. Information on deposits of foreign official institutions in United States
banks and on foreign official institutions' holdings, purchases and sales of long-
term marketable securities in the United States.

22,  Information concerning economic and policy studies and sensitive aSsesSSmentis
or analyses of economic conditions, policies or activities of foreign countries oT
international organizations oI governments received through the Multilateral Devels
ment Banks and Funds or through the International Monetary Fund {IMF) and the
Organization for Economic Cooperation and [evelcpment (OECD) .

23. Information described in subparts 1 through 22 of this Part contained IR
correspondence, tTranscripts, ~emoranda of conversation, or minutes of meetings “etween
the President of the United States or the Vice President of the United States zanc

foreign government officials.

ion described in subparts 1 through 22 of this Par
d bv or sent to the Assistant to +he Przsident for \a
is Deputy, members of the National Security Council s
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son on the White House or the Executive Office of the Pr ident
rming national security functioms.
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1 agency originated documents bearlng Presicential, National §
s House or Executive Office of the President staffs comméntis T

Tom

information described in sudbparts 1 through 22 of this Fart.

rts 1
the Vice President, including back
estings between the President or t
oreign g ‘er“ment officials, and discussions of the timing and
s

tion as described in subpz
T T

1 through 22 of this Part cont
from the President o ATX

27. Information as described in subparts 1 through 22 of this FPart contained in
agency message traffic originated by White House or Executive Office of the Presid
staffs members but sent through agency communication networks.

G. REFERRAL AND DECISION.

1. When the identity of agencies having classification jurisdiction over
foreign government information is not apparent to the agency holding the infcrmation,
or when reviewing officials do not possess the requisite expertise, classification
jurisdiction for systematic review shall be transferred as follows

through 4, Department of Energy or Nuclear
Regulatory Commission (as appropri ate]

[\

Categories

5 through 6, Central Intelligence Agency
7 through 11, Department of State

12 through 19, Department of Defense

20 through 22, Depariment of the Treasury
23 through 27, national Security Council
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2. Agencies shall declassify information when it is determined af:ter anv
necessary consultation with other United States agencies and, as appropriate, wi
foreign governments and international organi:zation of governménts that the 1nior-
mation no longer requires classification protection. If it is determined tha:
classification must be extended beyond 30 years, the provisions of Section 1!I,C,2{%t;
of Information Security Oversight Office Directive No. 1 apply.

-
it

H. DOWNGRADING.

Foreign government information classified Top Secret may be downgraded to
Secret after 30 vears unless an agency with classification jurisdiction over it
determines on its own authority, or after consultation, as appropriate, with the
foreign government Or international organization of governments which furnished
the information, that it requires continued protection at the Top Secret level.

Robert W. Wells
Acting Director
Information Security Oversight Office
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